






   AI-POWERED AWS COURSE
    Duration:2-3- months
    Course Highlight:  

VCS: Git & GitHub 
Cloud (AWS Services): EC2, IAM, LAMBDA, S3,  RDS, DynamoDB, VPC, Cloud
Formation, Cloud Watch, Cloud Trail,  API GATEWAY, EBS, CodePipeline,
CodeBuild, CodeCommit

📘Module 1: Cloud & AWS Fundamentals
Introduction to Cloud Computing & Service Models (IaaS, PaaS, SaaS)
AWS Global Infrastructure (Regions, Availability Zones, Edge Locations)
AWS Free Tier, Pricing Models, and Shared Responsibility Model
AWS Management Console, AWS CLI, SDKs (Boto3, etc.)

Module 2: Identity & Access Management (IAM)
IAM Users, Groups, Roles, and Policies
Policy JSON structure & permissions boundaries
MFA & Security Best Practices
AWS Organizations, Service Control Policies (SCPs)
AWS Cognito & SSO basics

Module 3: Compute Services
EC2: Launch, Connect, AMIs, EBS Volumes, Snapshots
Elastic Load Balancer (ALB, NLB, GLB)
Auto Scaling Groups & Scaling Policies
AWS Elastic Beanstalk (PaaS for Applications)
Lightsail basics for small deployments

Module 4: Storage Services
S3: Buckets, Objects, Storage Classes, Lifecycle Policies
Versioning, Replication (Cross-Region, Same-Region)
S3 Encryption (SSE-S3, SSE-KMS, SSE-C)
EBS: Types, Snapshots, Performance tuning
EFS: Shared storage for EC2
AWS Backup & Data Lifecycle Management

Module 5: Databases
RDS (MySQL, PostgreSQL, Oracle, SQL Server, Aurora)
Multi-AZ vs Read Replica
DynamoDB (NoSQL, Global Tables, Streams)
Elasticache (Redis, Memcached)
Aurora Serverless
Database Migration Service (DMS)



Module 6: Networking
VPC: Subnets (Public & Private), Route Tables
Internet Gateway, NAT Gateway, VPC Peering
Security Groups vs NACLs
Elastic IPs & ENIs
AWS Transit Gateway
Direct Connect & VPN setup
Application Load Balancer & Route 53 (DNS, Health Checks, Routing Policies)

Module 7: Security, Governance & Compliance
AWS KMS (Encryption)
AWS Secrets Manager & Parameter Store
AWS WAF & Shield (DDoS protection)
AWS Inspector & GuardDuty
AWS Config (resource compliance tracking)
Security Hub & Trusted Advisor

Module 8: Monitoring & Logging
CloudWatch (Metrics, Alarms, Dashboards, Logs)
CloudTrail (Event Logging, API Auditing)
VPC Flow Logs
X-Ray for application tracing
Cost Explorer & Billing Alarms

Module 9: Containers & Serverless
ECS (Fargate & EC2 launch types)
EKS (Kubernetes on AWS)
Elastic Container Registry (ECR)
AWS Lambda (Triggers, Versions, Layers)
API Gateway (REST & HTTP APIs)
Step Functions (Serverless Workflows)

Module 10: DevOps & Automation
Infrastructure as Code with CloudFormation & CDK
AWS CodeCommit (Git Repo)
AWS CodeBuild, CodeDeploy, CodePipeline (CI/CD)
Elastic Beanstalk for automated deployment
AWS Systems Manager (SSM Agent, Run Command, Patch Manager)

📘 AWS AI Powered Tools – Single Module (Short)

Generative AI: Amazon Bedrock (foundation models), Amazon Q (AI assistant)
Conversational AI: Amazon Lex (chatbots), Amazon Polly (text-to-speech)
Language & Text: Comprehend (NLP), Translate (translation), Textract (document
extraction)








